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Abstract

We examinetwo special casesof the problem of optimal Linear Quadratic Gaussian
control of a systemwhosestate is beingmeasuredby sensorsthat communicate with
the controller over packet-dropping links. We posethe problem as an information
transmissionproblem. Using a separationprinciple, we decomposethe problem into
a standard LQR state-feedback controller design, along with an optimal encoder-
decoder designfor propagating and using the information acrossthe unreliable link.
Our design is optimal among all causal algorithms for any arbitrary packet drop
pattern. Further, the solution is appealing from a practical point of view becauseit
can be implemented as a small modi�cation of an existing LQG control design.
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1 In tro duction

Recently, much attention has been directed toward systemswhich are con-
trolled over a communication link (see,e.g., [1,2] and the referencestherein).
In such systems,the control performancecanbe severely a�ected by the prop-
erties of the communication channel. Communication links introduce many
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Fig. 1. The architecture of a packet-basedcontrol loop. The channelsare unreliable
and unpredictably drop packets.

potentially detrimental phenomena,such as quantization error, random de-
lays and packet drops to name a few. In extreme cases,poor network per-
formancecan even destabilizea nominally stable control loop. Understanding
and counteracting thesee�ects will becomeincreasinglyimportant as emerg-
ing applications of decentralized control mature.

The above issueshave motivated much of the study of networked systems.Be-
ginning with the seminal paper of Delchamps [22], quantization e�ects have
been studied by Tatikonda [23], Elia and Mitter [24], Brockett and Liber-
zon [26], Hespanhaet al. [27], Nair and Evans [25], and many others. The
e�ects of delayed packet delivery have also been consideredin many works
using various models for the network delay, somerepresentativ e examplesbe-
ing the works of Nilsson [16], Blair and Sworder [28], Luck and Ray [29] and
Zhang et al. [30].

In this note, wearespeci�cally interestedin systemscommunicating over links
that randomly drop packets. The nominal systemis shown in Figure 1, where
the n channelsrepresent communication links or networks that randomly erase
packets being communicated from the sensorsto the controller. In particular,
we discusstwo special casesof the problem.

(1) CaseC1: There is only onesensor(and onechannel) present.
(2) CaseC2: There are 2 sensorspresent. However, while channel 1 drops

packets randomly, channel 2 transmits all packets.

While the caseC1 is important in its own right, it is also the basic system
we needto understandfor more generalsystemswith multiple plants, sensors
and controllers. Preliminary work in this area studied stabilit y of systems
utilizing lossy packet-basedcommunication, as in [31,18,30].Performanceof
such systemswas analyzedby Seiler in [18] and by Ling and Lemmon in [32]
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Fig. 2. The usual architecture for compensation for packet drops by the link.

assumingcertain statistical dropout models.Approachesto compensatefor the
data losshave also beenproposed.Nilsson [16] proposedtwo approaches for
compensationfor data lossin the link by the controller, namelykeepingthe old
control or generatinga newcontrol by estimating the lost data, and presented
an analysisof the stabilit y and performanceof theseapproaches.Hadjicostis
and Touri [20] analyzedthe performancewhen lost data is replacedby zeros.
Ling and Lemmon [14,32]posedthe problem of optimal compensatordesign
for the casewhen data loss is independent and identically distributed (i.i.d.)
as a nonlinear optimization. Azimi-Sadjadi [3] took an alternative approach
and proposeda sub-optimal estimator and regulator to minimize a quadratic
cost. Schenato et al. [8] and Imer et al. [13] extendedthis approach further
to obtain optimal controllers when the packet drops were i.i.d. The related
problem of optimal estimation acrossa packet-dropping link was considered
by Sinopoli et al in [19] and extendedby Gupta et al in [15].

However, most of the designsproposedin these referencesaim at designing
a packet-losscompensatoras shown in Figure 2. Most works assumea com-
munication link to be present only between the controller and the actuator.
The compensator acceptsthose packets that the link successfullytransmits
and comesup with an estimatefor the time stepswhendata is lost. This esti-
mate is then usedby the controller. Our work takesa more generalapproach
by seekingthe LQG optimal control for this packet-basedproblem. In partic-
ular, for the caseC1, our architecture is as shown in Figure 3. Recognizing
that the problem is of making sure that the controller hasaccessto the max-
imal possibleinformation set (hencean information transmissionproblem),
we introducean encoder at the sensorend. The compensatorthen e�ectively
becomesa decoder for the information being transmitted over the link. We
jointly designthe controller, the encoder and the decoder to solve the optimal
LQG problem. Even though sensorsequipped with wirelessor network com-
munication capabilities will likely have somecomputational power available,
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Fig. 3. The structure of our optimal LQG control solution (CaseC1).

we still look for encoding and decoding algorithms that are recursive in struc-
ture. Recursive algorithms require a constant amount of memory, processing
and transmissionand hencewill not overwhelm the resourcesavailable at the
devicelevel.

Theredoesnot appearto beexisting work dealingwith the caseC2 speci�cally.
We encounter this casein our work on the multi-v ehiclewirelesstestbed [10].
In the testbed, each vehicle is equipped with an on-board gyro. In addition,
each vehiclealso obtains measurements from an overheadcamera.While the
gyro-controller link is hard-wired and hencedoesnot drop packets, the cam-
era communicates to the controller over a wirelesslink that randomly drops
packets. Thus this situation is identical to the caseC2. Our solution to this
problem againadoptsthe philosophy of usingsomecomputation at the sensor
end to combat the e�ects of the channels. Our architecture is as shown in
Figure 4. We again provide recursive yet optimal designsof the encoders, the
decoder and the controller.

Since the focus of the paper is on presenting the idea of information pre-
processingto counter channel e�ects in networked control, to simplify the
presenation,for most of the paper wewill assumea channelbetweenthe sensor
and the controller only. We will, however, revisit the problem for a channel
being present between the controller and the actuator in Section 3.2.3. We
will seethat most of the results presented in the paper can easily be carried
over to that case.

The main contribution of the paper is posingand solving the problem of LQG
control acrossa communication channelasan information transmissionprob-
lem. Becauseof the real-time constraint of the control problem, asymptotic
information theoretic block coding type operations cannot be used. For the
speci�c casesC1 and C2, we obtain the optimal encoding and decoding strate-
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Fig. 4. The structure of our optimal LQG control solution for the two-sensorcase
(CaseC2).

Fig. 5. Structure of the joint estimation problem (CaseC3).

giesfor the purposeof LQG control. The strategiesare optimal in the sense
that no other causalstrategy can lead to a better performanceeven though
our strategiesonly require boundedmemory, processingand transmission.As
an intermediate step, we alsosolve the following problem, that we refer to as
caseC3.

� CaseC3: Suppose,as shown in Figure 5, two sensorsare estimating a pro-
cessjointly while communicating over links that drop packets stochastically.
What information should the sensorsexchange?

Related work to this problem has dealt with fusion of data from multiple
sensorsand track-to-track fusion. A usual starting point for such works is an
attempt to decentralize the Kalman �lter as, e.g., in [33]. However this ap-
proach requiresthat data about the global estimate be sent from the fusion
node to the local sensors.This di�cult y was �rst overcome in [34,35] and
further in [11] where both the measurement and time update steps of the
Kalman �lter weredecentralized. Alternativ e approachesfor data fusion from
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many nodesincludeusingthe Federated�lter [6], Bayesianmethods[9], a scat-
tering framework [21], algorithms basedon decomposition of the information
form of the Kalman �lter [17] and so on.

However theseapproachesassumea �xed communication topology amongthe
nodeswith a link, if present, beingperfect. In our case,packets of information
are dropped randomly by the communication channels.This random lossof
information reintroducesthe problem of correlation between the estimation
errors of various nodes[4] and rendersthe approachesproposedin the liter-
ature as sub-optimal. An approach to solve this problem was proposedin [5]
in the context of track-to-track fusion through exchange of state estimates
basedon each sensor'sown local measurements but the speci�c schemethat
wasusedwasnot proven to be optimal. It wassubsequently proven in [7] that
the technique was basedon an assumptionthat was not met in general.We
wish to addressthis problem of �nding the optimal global estimate for each
node in the casewhen there are communication channelspresent betweenthe
nodes and packets of information are being randomly dropped. Once again,
we disallow approaches such as transmitting all the measurements taken by
each node each time communication is possiblebecausethey can potentially
entail transmitting arbitrarily large amounts of data. Instead we will propose
a recursive yet optimal strategy.

This paper is organizedas follows. We begin in the next section by posing
the LQG problem in a packet-basedsetting. We then discussa separation
betweencontrol and estimation costs,and present an optimal solution to the
estimation problem. We discusssomeextensionsto the algorithm. Finally, we
analyze the stabilit y of our system and compareits performancewith some
other approachesin the literature.

2 Problem Form ulation

Considera discrete-timelinear systemevolving accordingto

xk+1 = Ax k + Buk + wk ; (1)

where xk 2 R n is the processstate, uk 2 R m is the control input and wk is
processnoiseassumedto be white, Gaussian,and zeromeanwith covariance
matrix Qw

1 . The initial condition x0 is assumedto be independent of wk

and to have mean zero and covariance matrix Q0. The state of the plant is

1 The results continue to hold for time-varying systems,but we consider the time-
invariant caseto simplify the presentation.
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measuredby two sensorsaccordingto the equations

yi
k = C i xk + vi

k i = 1; 2: (2)

The measurement noisesvi
k 's are assumedwhite, zero-mean,Gaussian(with

covariance matrix Qi
v) and independent of the plant noise wk and of each

other. Note that substituting C2 = 0 and Q2
v = 0 would reducethe caseC1 to

be a special caseof C2. Hence,from now on, we will carry out the derivation
for caseC2 only and adapt the results for the caseof onesensor.Each sensor
communicatesits own measurements (or somefunction of the measurements)
to the controller. We imposethe constraint that the function communicated
should be a �nite vector, whosesize does not increasewith time. Sensor1
communicates over channel 1 that randomly drops packets while sensor2
utilizes channel2 that is perfect. For the moment we ignoredelays and packet
reordering in channel 1; it will be shown that thesee�ects can be accounted
for with time-stamping and a slight modi�cation to our design.Henceat each
time step k,

� A packet containing somefunction of the measurements is createdat both
the sensors.We do not specify in advance what data these packets will
contain.

� The packets are sent acrossthe link.
� The packet over channel 1 is either received instantaneously, or dropped,

probabilistically.

The packet dropping in channel 1 is a random process.We refer to indi-
vidual (i.e. deterministic) realizations of this random processas packet drop
sequences. The packet drop sequenceP is a binary sequencef � kg1

k=0 in which
� k takesthe value \ received" if the link deliversthe packet at time stepk, and
\ dropped" otherwise.

We assumesu�cien t bits per packet and a high enough data rate so that
quantization error is negligible2 . We alsoassumethat enougherror-correction
coding is done within the packets so that the packets are either dropped or
receivedwithout error. The absolutelyoptimal LQG performanceachievable is
obviously given by the classicalLQR controller/Kalman estimator pair. How-
ever, this designdoesnot respect the packetizednature of the communication.
Speci�cally, the controller requirescontinual accessto the Kalman �lter out-
put, which in turn requirescontinual accessto the measurements from both
the sensors.This accessmight not be always possiblebecauseof data loss

2 This assumption merely means that a su�cien t number of bits is available so
that the e�ect of quantization error is swamped by the e�ect of the processand
the measurement noises. We do not assumean in�nite number of bits, so that
strategies basedon interleaving of bits to transmit an in�nite amount of data are
not admissible.
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in the communication link. In order to make the classof controllers that are
allowed more precise,we introduce the following terminology. Denote by si

k

the �nite vector transmitted from the sensori to the controller at time step
k. By causality, si

k can depend (possiblein a time-varying manner) on yi
0, yi

1,
� � � , yi

k , i.e., si
k = f i

k (yi
0; yi

1; � � � ; yi
k) : The information set, I k available to the

controller at time k is the union of two setsI 1
k and I 2

k de�ned by

I 1
k = f s1

j j8j s.t. � j = receivedg I 2
k = f s2

j j8j = 0� � � kg

Also denote by t l (k) � k the last time-step at which a packet was delivered
over link L1. That is

t l (k) = maxf j � k j � j = \ received"g:

The maximal information set, I max
k at time-step k is then the union of I 2

k and
the set I 1;max

k de�ned by

I 1;max
k = f y1

j j 0 � j � t l (k)g:

The maximal information set is the largest set of output measurements on
which the control at time-step k can depend. In general, the set of output
measurements on which the control dependswill be lessthan this set, since
earlier packets, and hencemeasurements, may have beendropped. As stated
earlier, the only restriction we imposeis that the vectors si

k not increasein
sizeask increases.We will call the set of f i

k 's which ful�ll this requirement as
F. Without lossof generality, we will only considerinformation-set feedback
controllers, i.e., controllers of the form uk = u(I k ; k): The control input uk is
transmitted to the actuator and applied to the process.We denotethe set of
control laws allowed by U. We shall assumeperfect knowledgeof the system
parametersA, B , C, Qw and Qi

v 's at the controller. Moreover we assumethat
the controller (and the decoder) have accessto the previouscontrol signalsu0,
u1, � � � , uk� 1.

We can thus posethe packetized LQG problem as:

min
u2 U;f i 2 F

JK (u; f i ; P1; P2) = E

" KX

k=0

�
uT

k Qcuk + xT
k Rcxk

�
+ xT

K +1 P c
K +1 xK +1

#

:

(3)
Here K is the horizon on which the plant is operated and the expectation is
taken over the uncorrelated variables x0, f wkg and f vi

kg. Note that the cost
functional J above dependson the random packet-drop sequenceP. However,
we do not averageacrosspacket-drop processes;the solution we wil l present
is optimal for arbitrary realizations of the packet dropping process. We now
present our solution to the problem.
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3 Optimal Enco der and Decoder Design

Recall that we wish to construct the optimal control input basedon the in-
formation set I max

k , but we have not yet speci�ed how to design f i
k 's that

will allow the controller to compute that. If channel 1 doesnot drop packets,
sendingthe current measurement yi

k in the current packets is su�cien t. When
channel 1 randomly drops packets, a na��ve solution would be to sendthe en-
tire history of the output variablesat each time step. This would certainly be
an optimal solution, however, as mentioned earlier, this is not allowed since
it requiresincreasingdata transmissionas time evolves.Surprisingly, we can
achieve performanceequivalent to the na��ve solution usinga constant amount
of transmission,and memory. To this end, we �rst state the following separa-
tion principle.

Prop osition 1 (Separation) Considerthepacket-based optimal control prob-
lem de�ned in section 2. Supposethat both the sensorstransmit all the previous
measurementsat everytime step,sothat the decoder hasaccessto the maximal
information set I max

k at every time step k. Then, for an optimizing choice of
the control, the control and estimation costsdecouple.Speci�c ally, the optimal
control input at time k is calculated by using the relation

uk = �̂ukjI max
k

= �
�
Rc

e;k

� � 1
B T P c

k+1 Ax̂kjI max
k

;

where �uk is the optimal LQ control law while �̂ kjI max
k

denotesthe lms estimate
of � giventhe information set I max

k and the previouscontrol lawsu0, � � � , uk� 1.

PR OOF. The proof is along the lines of the standard separation principle
(see,e.g., [12]) and is omitted for spaceconstraints. 2

There are two reasonsthis principle is useful to us:

(1) The controller design part of the problem is now solved. The optimal
controller is the solution to the LQ control problem.

(2) The optimal controller doesnot needto have accessto the information
set I max

k at every time step k. The encoders and the decoder only need
to ensurethat the controller receivesthe quantit y �̂ukjI max

k
, or equivalently,

x̂kjI max
k

.

We now proposean algorithm that requiresa constant amount of memoryand
transmission,yet allows the controller to have accessto x̂kjI max

k
at every time

step.
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3.1 Optimal Transmissionand Estimation Algorithm

Let x̂ i
kj l denote the estimate of xk basedon all the measurements of sensori

up to time l and all previous control inputs. Denote the corresponding error
covariance by P i

kj l . Also denote by �x i
kj l the estimate of xk basedon all the

measurements of sensori up to time l while assumingthat no control input
was applied as xk evolved according to (1). �x i

kj l can be evaluated through a
�lter that is identical to a Kalman �lter except for the application of the
control input during the time update step.We will call such a �lter a modi�ed
Kalman �lter. Note that the calculation of the quantit y P i

kj l is identical for
both the Kalman �lter and the modi�ed Kalman �lter even though P i

kj l does
not stand for the estimateerror covariancein the caseof the modi�ed Kalman
�lter.

(1) Encoder for sensor1: At each time step k,
� Obtain measurement y1

k and run a local modi�ed Kalman �lter to obtain
�x1

kjk and P1
kjk .

� Calculate � 1
k =

�
P1

kjk

� � 1
�x1

kjk �
�
P1

kjk� 1

� � 1
�x1

kjk� 1.
� Calculate global error covariancematrices Pkjk and Pkjk� 1 using

�
Pkjk

� � 1
=

�
Pkjk� 1

� � 1
+

�
C1

� T �
Q1

v

� � 1 �
C1

�
+

�
C2

� T �
Q2

v

� � 1 �
C2

�

Pkjk� 1 = APk� 1jk� 1AT + Qw :

� Obtain 
 k =
�
Pkjk� 1

� � 1
Ak� 1Pk� 1jk� 1.

� Finally calculate i 1
k = � 1

k + 
 k i1
k� 1 with i1

� 1 = 0 and transmit it.
(2) Encoder for sensor2: At each time stepk, transmit the measurement y2

k .
(3) Decoder: At each time step k,

� Usey2
k to comeup with i 2

k usingan algorithm similar to the onefollowed
by the encoder for sensor1.

� Maintain a local variable x̂dec
k which is updated as follows.

(a) If � k = received, both links L 1 and L2 have successfullytransmit-

ted packets. In that case,calculate k =
�
Pkjk� 1

� � 1
Buk� 1+ 
 k  k� 1

with  0 = 0 and obtain the estimate through

�
Pkjk

� � 1
x̂dec

k = i1
k + i2

k +  k :

(b) If � k = dropped, only L 2 has transmitted the packet. In this case,
propagate the estimate x̂dec

k� 1 using the measurement y2
k and the

control uk� 1 through a Kalman �lter.
The variable x̂dec

k is the estimateof the decoder.

Prop osition 2 (Optimal Estimation) In theabovealgorithm, x̂dec
k = x̂kjI max

k
.
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PR OOF. Considera centralized �lter that hasaccessto measurements from
a sensorof the form

yk = Cxk + vk

where

C =

2

6
4

C1

C2

3

7
5 vk =

2

6
4

v1
k

v2
k

3

7
5 : (4)

Let R be the covariancematrix of the noisevk . SinceR is block-diagonal, the
measurement update equationsof the Kalman �lter are

�
Pkjk

� � 1
=

�
Pkjk� 1

� � 1
+ CT R� 1C

=
�
Pkjk� 1

� � 1
+

X

i

� �
P i

kjk

� � 1
�

�
P i

kjk� 1

� � 1
�

�
Pkjk

� � 1
x̂kjk =

�
Pkjk� 1

� � 1
x̂kjk� 1 + CT R� 1yk

=
�
Pkjk� 1

� � 1
x̂kjk� 1 +

X

i

� �
P i

kjk

� � 1
x̂ i

kjk �
�
P i

kjk� 1

� � 1
x̂ i

kjk� 1

�

:

Recognizingthat the time update equationsare

Pkjk� 1 = APk� 1jk� 1AT + Qw ; x̂kjk� 1 = Ax̂k� 1jk� 1 + Buk� 1;

we can write �
Pkjk

� � 1
x̂kjk =

X

i

I i
k + 	 k :

The term I i
k is the contribution of the measurements of the i -th sensorand is

given by

I i
k = � i

k + � k � i
k� 1 + � k � k� 1� i

k� 2 + � � � + (� k � k� 1 � � � � 1) � i
0;

where

� i
k =

�
P i

kjk

� � 1
�x i

kjk �
�
P i

kjk� 1

� � 1
�x i

kjk� 1; � k =
�
Pkjk� 1

� � 1
APk� 1jk� 1:

The term 	 k is the contribution of the control input and can be calculated
recursively through

	 k =
�
Pkjk� 1

� � 1
Buk� 1 + � k 	 k� 1;

with 	 0 = 0. In the above derivation, we have usedthe fact that x0 was zero
mean and thus x̂0j� 1 = 0. The covariance matrices can be calculated o�ine.
Thus, the information neededfrom sensori at time stepk is preciselyI i

k . Now
for the casewhen � k = received, the decoder in the algorithm has accessto
i1
k and i2

k that are the sameasI 1
k and I 2

k . Thus it can calculatethe centralized
Kalman �lter output x̂kjk which is x̂kjI max . For the casewhen � k = dropped,
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the decoder propagatesthe best Kalman �lter estimate x̂k� 1jk� 1 with sensor
2's measurement. Thus in this casetoo, x̂dec

k = x̂kjI max 2

Proposition 2 presents the solution to the estimation problem in the caseC3

mentioned in Section1 sincewe canusean encoder and a decoder described in
the algorithm at each sensor.Moreover, taken together, Propositions 1 and 2
solve the packet-basedLQG control problem posedin Section2.

Prop osition 3 (Optimal Packet-Based LQG Con trol) For the packet-
based optimal control problemstated in section 2, an LQR statefeedbackdesign
together with the optimal transmission-estimationalgorithm described above
achievesthe minimum of J (u; f i ; P) for any P.

Remarks:

(1) Note that the computation and memory required for calculating I i
k does

not grow with time sincewe can usethe recursionI i
k = � i

k + � k I i
k� 1:

(2) The information vector I i
k `washesaway' the e�ect of any previouspacket

losses.If � k = received, x̂kjk is calculatedas if all the previousmeasure-
ments from both sensorswere available.

(3) We have madeno assumptionabout the packet dropping behavior. The
algorithm provides the optimal estimate basedon I max

k for an arbitrary
packet drop sequence,irrespective of whether the packet drop can be
modeledasan i.i.d. process(or a moresophisticatedmodel like a Markov
chain) or whether its statistics are known or unknown to the plant and
the controller.

(4) We do not assumeknowledge of the cost matrices Qc and Rc at the
sensorend. Thus the cost function (and hencethe optimal controller)
can be changedat will without a�ecting the sensor/encoder operation.
This is important, e.g., in our MVWT work where the matrices Qc and
Rc are user-speci�ed while the encoder code is much harder to change.

3.2 Extensionsand Special Cases

We now discussthe application of the algorithm to somespecial casesand
generalizations.

3.2.1 The singlesensorcase:

For caseC1, the algorithm reducesto the following:
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� The encoder (at the sensorend) receives as input the measurement yk . It
runs the modi�ed Kalman �lter and transmits the output �xkjk of this �lter
acrossthe link.

� The decoder (at the controller end) maintains two variables:a variable  k

that takesinto account the e�ect of the control inputs, and a local variable
x̂dec

k that is updated as follows:
� If � k = received, the decoder receivesi k , and setsx̂dec

k = �xkjk +  k .
� If � k = dropped, then the decoder implements the linear predictor:

x̂dec
k = Ax̂dec

k� 1 +  k : (5)

3.2.2 Presence of delays:

The solution can readily be extendedto the casewhen the channel appliesa
randomdelay to the packet sothat packetsmight arriveat the decoder delayed
or even out-of-order, if we assumethat there is a provision for time-stamping
the packets sent by the encoder. For easeof notation, we present the solution
for optimal asynchronousestimation for the caseC1. The caseC2 is similar. At
each time step, the decoder will faceoneof four possibilities,and will update
its estimate as described below:

� It receives �xkjk . It usesthis to calculate the estimate according to x̂dec
k =

�xkjk +  k .
� It doesnot receive anything. It usesthe predictor equation (5) on x̂dec

k� 1.
� It receives �xmjm while at a previous time step, it hasalready received �xnjn ,

wheren > m. It discards�xmjm and uses(5) on x̂dec
k� 1.

� It receives �xmjm and at no previous time step has it received �xnjn , where
n > m. It uses�xmjm to calculate x̂dec

m and obtains x̂dec
k through (5).

3.2.3 Channelbetween the controller and the actuator:

As pointed out in [8,13] if we have a channel betweenthe controller and the
plant, the separationprinciple would still hold, provided there is a provision
for acknowledgment from the receiver to the transmitter for any packet suc-
cessfully received over the channels. Since the decoder is assumedto have
accessto the control input applied at every time step, it is apparent that our
algorithm can easilybe generalizedto this case.We can alsoask the question
of the optimal encoder-decoder designof the controller-actuator channel.The
optimal decoding at the actuator end will depend on the information that is
assumedto be known to the actuator (e.g. the cost matricesQ and R and the
measurements from the sensor).Designof the decoder for various information
setsis an interesting problem, however it is beyond the scope of this paper.
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3.2.4 Multiple packetdroppingchannels:

The algorithm, as proposed, does not extend to multiple packet dropping
channels.The crucial assumptionusedin the algorithm that prevents this ex-
tensionis that the encoder for sensor1 usesthe fact that sensor2 will transmit
its information at every time step. For multiple channels,this assumptionwill
not be satis�ed. Extension of the algorithm to such casesremains an open
problem.

4 Analysis of the Prop osed Algorithm

In this section, we model the channel erasuresas occurring according to a
Markov chain and analyzethe stabilit y and performanceof our design.Thus
the channelexistsin either of two states,state1 correspondingto a packet drop
and state 2 corresponding to no packet drop and it transitions probabilistically
between thesestates according to the transition probability matrix Q. Note
that i.i.d. drops can be handled by a special choice of Q. We assumestrict
causality in the Kalman �lter used by the encoder. Thus to calculate the
estimateof xk , only the measurements till time stepk� 1 areused.The analysis
for the causalcaseis similar. Finally we assumethat (A; B) is stabilizableand
the pair (A; C) is detectable,where C is de�ned in (4). We will denote the
Kronecker product of matrices A and B by A 
 B .

We beginwith the stabilit y analysis.Denoteby yk the vector formedby stack-
ing y1

k and y2
k . We have three dynamical systems.The plant state xk evolvesas

in (1). The state x̂k of a centralized Kalman �lter with accessto measurements
from both sensorsat every time step would evolve as

x̂k+1 = Ax̂k + Buk + K c
k (yk � Cx̂k) :

Finally the state x̂dec
k of the estimator at the decoder evolvesaccordingto

x̂dec
k+1 =

8
<

:

Ax̂dec
k + Buk + K d

k

�
y2

k � C2x̂dec
k

�
channel in state 1

x̂k+1 otherwise:

Denoteek = xk � x̂k and tk = x̂k � x̂dec
k . Sinceuk = Fk x̂dec

k , (1) implies

xk+1 = (A + BFk) xk + wk � BFk (tk + ek) :

Since (A; B) is stabilizable and Fk is the optimum control law, the system
would be stable in the boundedcovariancesenseas long as the disturbances
wk , tk and ek have boundedcovariances.We assumethe noisewk hasbounded
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covariancematrix. Also ek hasboundedcovariancematricesby our detectabil-
it y assumption.Finally tk evolvesaccordingto

tk+1 =

8
<

:

�
A � K d

k C2
�

tk + L1(ek) + L2(v1
k) + L3(v3

k) channel in state 1

0 otherwise;
(6)

where Ln (� ) denotesa term linear in � . Again note that vi
k 's and ek have

boundedcovariance.For tk to be of boundedvariance,the Markov jump sys-
tem of (6) needsto bestable.Finally, sinceour controller and encoder/decoder
designis optimal, if the closedloop is unstable with our design,it is not sta-
bilizable by any other design.We can thus say the following.

Prop osition 4 (Stabilit y Condition) Considerthecontrol problemde�ned
in Section 2 in which the packet erasure channel is modeled as a Markov
chain with transition probability matrix Q = [qij ]. Let the matrix pair (A; B)
be stabilizableand the matrix pair (A; C) be detectable. The systemis stabi-
lizable, in the sensethat the variance of the state is bounded, if and only if
q22j� max

�
�A

�
j2 < 1; where � max

�
�A

�
is the maximum magnitudeeigenvalueof

the unobservablepart of matrix A when(A; C2) is put in the observercanonical
form. Further, if the systemis stabilizable,onecontroller and encoder/decoder
designthat stabilizesthe systemis given in Proposition 3.

Usingthe resultsof [16],wecanalsocalculatethe total quadratic cost incurred
by the systemfor the in�nite-horizon case(the casewhen K ! 1 in (3)) if
we make the additional assumptionthat the Markov chain is stationary and
regular. We state the result for the caseC1. We considerthe cost

J1 = lim
K !1

E
h
xT

K RcxK + uT
K QcuK

i
= trace(P1

x Rc) + trace(P1
u Qc) ; (7)

whereP1
x = limK !1 E

h
xK xT

K

i
and P1

u = limK !1 E
h
uK uT

K

i
. We seethat

P1
x =

�

I 0 0
�

P1

2

6
6
6
6
6
4

I

0

0

3

7
7
7
7
7
5

P1
u = F

�

I � I � I
�

P1

2

6
6
6
6
6
4

I

� I

� I

3

7
7
7
7
7
5

F T ;

whereP1 = ~P1 + ~P2 and ~P =
�

vec( ~P1)T vec( ~P2)T

� T

: Then, it can be shown

that ~P is the unique solution to the linear equation

~P =
�
QT 
 I

�
2

6
4

A1 0

0 A2

3

7
5 ~P +

�
QT 
 I

�
0

B
@

2

6
4

� 1 0

0 � 2

3

7
5 
 I

1

C
A G:
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In the above equation,A i = A i 
 A i , and G =
�

vec(G1)T vec(G2)T

� T

, where

A 1 =

2

6
6
6
6
6
4

A + BF � BF � BF

A � K C 0 0

0 � K C A

3

7
7
7
7
7
5

A 2 =

2

6
6
6
6
6
4

A + BF � BF � BF

A � K C 0 0

0 0 0

3

7
7
7
7
7
5

B 1 =

2

6
6
6
6
6
4

I 0

I � K

0 � K

3

7
7
7
7
7
5

B 2 =

2

6
6
6
6
6
4

I 0

I � K

0 0

3

7
7
7
7
7
5

Gi = B i

2

6
4

Qw 0

0 Qv

3

7
5 B T

i :

Example

Wenow considersomeexamplesto illustrate the performanceof our algorithm.
First, weconsiderthe examplesystemconsideredby Ling and Lemmonin [14].
The systemevolvesas

xk+1 =

2

6
4

0 � 2

1 � 1

3

7
5 xk +

2

6
4

2

1

3

7
5 uk +

2

6
4

2

1

3

7
5 wk :

There is only onesensorof the form

yk =
�

0 1
�

xk :

The processnoise wk is zero mean with unit variance and the packet drop
processis i.i.d. The costconsideredis the steadystateoutput error limK !1 y2

K :
[14] assumesunity feedback when packets are delivered and givesan optimal
compensatordesignwhen packets are being lost.

On analyzing the systemwith our algorithm, we observe that our algorithm
allows the system to be stable up to a packet drop probability of 0.5 while
the optimal compensator in [14] is stable only if the probability is lessthan
0:25. Also if we analyzethe performancewe obtain the plot given in Figure 6.
The performanceis much better throughout the range of operation for our
algorithm, even if we assumeunity feedback in our algorithm. This shows that
the di�erence in performanceis mainly due to the novel encoding-decoding
algorithm proposed.

In the next example,we considerthe samesystembeingobserved through two
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Fig. 6. Comparison of performancefor our algorithm with the one obtained using
optimal compensator.
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Fig. 7. Comparison of performancefor the two sensorcase.

sensorsof the form

y1
k =

�

1 0
�

xk + v1
k y2

k =
�

0 1
�

xk + v2
k :

The sensornoisesare zero mean with variance 10 and 1 respectively. We
considerthe cost function limK !1 (y2

K )2 : Figure 7 shows the simulated per-
formance of our algorithm as a function of the packet loss probability. We
alsoplot the performancefor a hypothetical sensorthat received information
from both sensorswithout any packet drop and for a schemein which sensors
exchangeonly measurements. It canbeseenthat even in this very simplecase,
our algorithm can lead to a performancegain of up to 40%over the strategy
of using no encoder.
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5 Conclusions and Future Work

In this paper, we consideredthe problem of optimal LQG control when the
sensorand controller are communicating acrossa channel or a network. We
modeledthe link as a switch that drops packets randomly and proved that a
separationexists between the optimal estimate and the optimal control law.
For the optimal estimate,we identi�ed the information that the sensorshould
provide to the controller. This can be viewed as constructing an encoder for
the channel.Wealsodesignedthe decoder that usesthe information it receives
acrossthe link to construct an estimateof the state of the plant. The proposed
algorithm is recursive yet optimal irrespective of the packet drop pattern. For
the caseof packet drops occurring according to a Markov chain, we carried
out stabilit y and performanceanalysisof our algorithm.

The work canpotentially be extendedin many ways. Oneobvious extensionis
to considermultiple sensorsand communication links. Another intriguing pos-
sibilit y is consideringthe e�ect of allowing only a limited number of bits in the
packet. The work of Sahai[36] seemsrelevant in this direction. However, from
the view of optimal control, this issuehas to be examinedin greater detail.
Extensionsto decentralized control are another exciting avenue of research.
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